Privacy policy for DATEV surveys with
Microsoft Forms

Information obligations in accordance with Articles 13 and 14 of the GDPR
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1. Responsible for data collection

DATEV eG, Nuremberg

represented by

Prof Robert Mayr (Chairman)

Prof Dr Peter Krug (Deputy Chairman)
Julia Bangerth

Professor Christian Bar

Diana Windmeif3er

Chairman of the Supervisory Board: Nicolas Hofmann
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Contact
Paumgartnerstrasse 6-14
90429 Nuremberg, Germany
Phone: +49 (0)911 3190
Email: info@datev.de

2. Data protection officer

DATEV eG

Data Protection Officer
Walter Deinzer

Contact
Paumgartnerstrasse 6-14
90429 Nuremberg, Germany
Phone: +49 (0)911 3190

Email: datenschutz@datev.de

3. Collection and processing of personal data in conjunction
with participation in DATEV surveys with Microsoft Forms

DATEV uses the ‘Microsoft Forms’ tool to conduct surveys and opinion polls in Forms or in online
meetings, video conferences and/or webinars. Microsoft Forms is a service of Microsoft Corporation.

Processing is performed on behalf of DATEV by

Microsoft Ireland Operations Limited

One Microsoft Place

South County Business Park

Leopardstown

Dublin 18

D18 P521

Ireland

Please note that this privacy policy only informs you about the processing of your personal data by
DATEV when using a Microsoft Forms survey. If you require information about how your personal
data is processed by Microsoft, please consult the corresponding statement from Microsoft. You can

find further information from Microsoft on this topic here:

Microsoft privacy policy

Microsoft service agreement

Security and privacy in Microsoft Forms
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mailto:info%40datev.de?subject=Privacy%20policy%20for%20DATEV%20surveys%20with%20Microsoft%20Forms
mailto:datenschutz%40datev.de?subject=Privacy%20policy%20for%20DATEV%20surveys%20with%20Microsoft%20Forms
https://www.microsoft.com/de-de/servicesagreement/default.aspx
https://support.microsoft.com/de-de/office/sicherheit-und-datenschutz-in-microsoft-forms-7e57f9ba-4aeb-4b1b-9e21-b75318532cd9

Various types of data are processed when using Microsoft Forms. The scope of the data also depends on
the information you provide when taking part in an opinion poll or survey, especially if questions are
formulated ‘openly.’

The following personal data is subject to processing:
e [P address

e Username, display name, email address

e Profile picture (optional, if stored in Microsoft 365)
e Preferred language

e Status (optional, if stored in Microsoft 365)

e Date and time the questionnaire was opened

e Date and time the reply was sent

Information in the survey: This information is specific to the survey. When entering free text in
response fields, the user decides which personal data is to be transmitted.

Legal basis: The legal basis for this processing depends on the context in which the survey is
conducted. It may be required for the purpose of contract fulfilment (Article 6(1)(b) GDPR) or
safeguard our legitimate interests or those of third parties (Article 6(1)(f) GDPR). For instance, to
guarantee IT security and operations.

Insofar as employee personal data is processed, Article 88 (1) of the GDPR in conjunction with
Section 26 (1)(1) of the German Federal Data Protection Act (BDSG) and DATEVeG’s company
agreement on employee surveys provide a legal basis for conducting, exercising and fulfilling the

employment relationship. In all other cases, the legal basis for implementation is Art. 6 (1)(f) GDPR.

DATEVeG is interested in providing information on service, offer and product developments as well

as improving customer and employee satisfaction.

Participation in surveys and/or opinion polls is essentially voluntary.

4. Device identification and location data

No device identifiers and additional location data are recorded.

5. Additional processing purposes

DATEV may process your personal data on the basis of other legal obligations, such as court orders.
The legal basis is legal provisions (Article 6(1)(c) GDPR) or the public interest (Article 6(1)(e)
GDPR).
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Where required, DATEV processes your data beyond the actual performance of the contract for the

purposes of safeguarding our legitimate interests or those of third parties. For instance, for:

e Safeguarding IT security and operation, e.g. transfer protocols
e Asserting legal claims and defending legal disputes

The legal basis for this processing is DATEV's legitimate interest (Article 6 (1)(f) GDPR).

Other processing purposes by Microsoft:

According to Microsoft, in the context of ‘business activities’, Microsoft processes data for the
following activities, each related to the provision of the products and services to the customer: (1)
Billing and account management; (2) remuneration (e.g. calculating employee commissions and
partner incentives); (3) internal reporting and business modelling (e.g. forecasting, turnover,
capacity planning, product strategy); (4) anti-fraud, cybercrime or cyberattacks that may affect
Microsoft or Microsoft products; (5) improving core functionality in terms of accessibility, privacy or
energy efficiency; and (6) financial reporting and compliance with legal duties (subject to the

limitations on the disclosure of processed data described below).

During the processing for these business activities, Microsoft applies data minimisation principles
and does not use or process customer data, professional services data or personal data for: (a) User
profiling; (b) advertising or similar commercial purposes; or (c) any other purpose, except for the
purposes set out in this section. For the processing of data for the aforementioned business purposes,
Microsoft determines both the means and the purposes of data processing. Microsoft shall be solely
responsible for complying with all applicable laws and complying with obligations linked to such

data processing.

6. Duration of storage

If your personal data is no longer required for the above purposes, it is deleted on a regular basis.

Anonymised log data is stored for up to 30 days by DATEV for access. Inspection is carried out solely
for the purpose of identifying system errors, troubleshooting, clarifying security issues and checking

for manipulation or other misuse. It is only accessible to administrators of the M365 platform.

Data collected in surveys is kept for as long as it is needed to fulfil its purpose. In individual cases, the
retention period or deletion period is governed by the respective specific survey. Participants are

informed about deletion and retention periods in the survey.

7. Recipients of personal data

For the purposes of contractual performance, the data required to provide the service is transferred
to Microsoft. The data disclosed to Microsoft includes in particular the user ID and IP address. When

using this service, content data is sent to Microsoft. According to Microsoft, content data is
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transferred in encrypted form. Additional information on the processing of personal data and

encryption by Microsoft can be found in the privacy policy and on the Microsoft Purview information

pages on the internet.

8. Third country

Personal data is transmitted to service providers outside of the European Economic Area (EEA) in
compliance with the provisions of Chapter V of the GDPR concerning the transfer of personal data to

a third country.

Data is not processed outside of the European Union (EU) as we have limited our storage location to
data centres in the European Union. However, we cannot rule out the possibility that data may be
routed via internet servers located outside the EU. This may particularly be the case if participants in
an online meeting or a Forms survey are in a third country. In the case of support and maintenance in
individual cases or in the case of processing by Microsoft for Microsoft’s business purposes, access to

data from a third country cannot be ruled out.

However, the data is encrypted during transport over the internet and thus secured against

unauthorised access by third parties.

9. Subjects’ rights

If the DATEV application has saved your personal data, you may obtain information by request on the
saved data pertaining to you. Please inform us if we have saved inaccurate data about you or if you do

not agree to parts of the data storage, so we can rectify, erase or restrict processing of said data.

You may, by request, obtain a copy in a portable format of your personal data that you have supplied

in accordance with legal provisions.

To exercise your subjects’ rights, please contact widerspruch@datev.de stating

e Your contact details

o The subjects’ rights you wish to exercise.

10. Objection

You have the right to object to this processing of your personal data at any time for grounds arising
from your particular situation provided this data is processed on the basis of legitimate interests or
in the public interest. You may object to the use of your personal data for direct marketing at any

time without giving grounds. To do so, please contact widerspruch@datev.de.
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https://privacy.microsoft.com/de-de/privacystatement
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11. Right to lodge a complaint with a supervisory authority

If you have any complaints, you may get in touch with a supervisory authority. The Bayerische
Landesamt fiir Datenschutzaufsicht [Bavarian State Office for Data Protection] is the competent

supervisory authority for DATEV.

12. What happens if the data is not supplied

Without this personal data, we are unable to carry out the poll or survey with you.

13. Security

DATEV takes suitable technical and organisational measures to ensure a level of protection
appropriate to the risk involved and to protect personal data from destruction, loss, alteration or
unauthorised disclosure and access. The effectiveness of these measures is reviewed, assessed and

evaluated on a regular basis. This also applies to the choice of data processors used.

14. Links to other websites

If you access an external website from our site (external link), the external provider may obtain
information from your browser regarding which site you accessed theirs from. The external provider

is responsible for this data. Like any other provider, we are unable to influence this process.

Version dated: June 2023
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